THE PROCESS

Configuring D-RATS to run over the HSMM-MESH is a multi-stage process.

1) Flash and configure TWO HSMM-MESH nodes.  Be familiar with their operation and the administrative menus, especially the port forwarding menus!  See http://hsmm-mesh.org/ for node building instructions.

2) Install and configure D-RATS on two computers to use a Ratflector over the Internet.

3) Configure a D-RATS Ratflector on one of the computers to act as the D-RATS host.

4) Disconnect both computers from the Internet.

5) Build and configure one HSMM-MESH node to be the D-RATS host and connect the computer hosting the Ratflector to one of the 4 LAN ports.

6) Build and configure a second HSMM-MESH node to provide access to the Ratflector and connect a computer running D-RATS to one of the 4 LAN ports. 

THE DETAILS (The Devil lives here…)

· On computer A and computer B

· Install D-RATS (As of 7/4/12 version 0.3.3 is the current version) http://www.d-rats.com/releases/ 

· Test your D-RATS installation on both computers by connecting to the D-RATS “RAT” Ratflector. Do not proceed until you are able to successfully use an Internet connected Ratflector. If your D-RATS installations cannot connect over the Internet to a Ratflector, your installation will also be unable to connect to a Ratflector over the MESH.

Proxy Configuration

· On computer A - Install the D-RATS Repeater ?? what’s it called & where does it get downloaded from?  

· On Computer A, launch the “D-RATS Repeater” from the “D-RATS” folder on your computer. In the “Settings” box:

· Place a check mark next to “Accept incoming connections Port 9000”

· Place a check mark next to “Trust localhost”

· Type a Ratflector name of your choosing in the box “Repeater Callsign”

· Click the “On” button and leave the Ratflector running so that users can access it.

· Choose any callsign for the repeater callsign box

· Make sure the OFF button his highlighted, as shown below.  Oddly this means the parameters are set & can’t be edited.  (e.g. The proxy is ON)  Go figure! 
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· In this scenario below computer A is running the Ratflector and connected to node NP2X-200.  NP2X-200 is the mesh node that hosts the Ratflector.

Client Port Configuration

· Configure D-RATS on every computer that will be a part of D-RATS Ratflector as follows:  (You will return here **** to repeat these steps)

· First under the “Files” pull-down menu, check the line that says “Connected to Internet”.   Yeah, yeah, I know you’re really not on the Internet, but your nodes don’t know this, and neither does D-RATS…

· In the D-RATS Config screen (File\Preferences\Radio or <Alt-P> + Radio) add a port (name should be the Ratflector name so you know what's on the port, 

· “Type” = Network

· Host Address = np2x-200 (node hosting Ratflector)

· Port = 9000

· See graphic below or http://www.d-rats.com/documentation/ for help.
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· IMPORTANT:  For the examples below, for computers the Host address should always point to the node which hosts the Ratflector.  (e.g. NP2X-200 in these examples)  

· Hit the ADD button and you’ll get the screen below

· You’ll need to disable (uncheck) the net:ref.d-rats.com:9000, which is the Internet D-RATS reflector you used for testing!!  (Don’t delete it in case you want to test the Ratflector using the Internet again!)

· Checking “Sniff” and “Raw Test” will give you additional information.  Learn what by reading the D-RATS user manual http://www.d-rats.com/documentation/3-manual/ 
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· Go back to the line above with step  **** in it above and repeat for each computer that’s going to be on the Ratflector.  Return here when all computers are configured.

· Disconnect both computers from the Internet. Plug computer A (with the Ratflector) into one of the 4 LAN ports on MESH node A. Plug computer B into one of the 4 LAN ports on MESH node B.

· On the HSMM-MESH node on computer A (e.g. NP2X-200 here) establish a DHCP reservation for the computer (computer A) on which you installed D-RATS. If you need help in creating a DHCP reservation read the following instructions from http://hsmm-mesh.org/documentation/70-how-to-use-the-web-interface.html
DHCP Reservations

If you are providing services to the mesh from hosts on the LAN you will want to either override or make permanent the automatically assigned IP address for that host. The DHCP Reservations section is where you do that. In order for port forwarding to work, the IP address must match that of the host being forwarded to. If it is currently attached and has been set up by DHCP it will be listed under Current DHCP Leases. If you click the Add button next to the lease it will be added to the DHCP Reservations list. You can leave the information as it is or edit it to suit your needs. You can also enter your own information into the blank slots under DHCP Reservations and click Add to create your own entry. For each of the sections on this page, simply entering information into the fields next to the Add buttons is not enough. The settings are not entered until the Add button is clicked. Before saving changes the Add fields must be either added or cleared.

· First get into your node:  http://localnode:8080
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· From the main menu of your node, click on “SETUP”.  Enter “root” for user name and your previously saved (in initial node setup) password.  (You do remember it don’t you?  Might be a good idea to put it on a sticky label and affix it to you node.)  You will then see:
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· Click on the blue hyper-link “Port Forwarding, DHCP, and Services” and you will see:
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· In the line above the “DMZ Server” line, select/enter 

· Interface = WiFi

· Type = TCP

· Outside Port = 9000

· LAN IP = Name of your computer.  (Hint:  It’s the left most column in the “Current DHCP Leases” section at the bottom)

· LAN Port = 9000

· Click the “Add” button & then click “Save Changes”

·  For additional assistance see http://hsmm-mesh.org/documentation/70-how-to-use-the-web-interface.html
· Note:  There is no need to advertise the service at either node, and no need to enable port forwarding on the second, or any other, MESH nodes.

Trying It out…

· You should be now able to connect to the Ratflector via the node and text chat etc. between computers.  

· Open the “D-RATS Communications Tool” and click on the “Chat” tab.  

· Note that in order for the IRC messages to come through, the D-RATS Repeater Proxy must be running and minimized!  If you close it, the Ratflector doesn’t work!

· From here you’re on your own in D-RATS-land.  Read the user  manual which is available at http://www.d-rats.com/documentation/3-manual/ 

The following above procedure was modified Fred (NP2X / K9VV) from that originally written by Mark, KV4I.  Thanks so much to Mark, KV4I for his invaluable assistance.  

Send:

· Google earth path profiling

· Kitty Go box

· Field Test

· This document

